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ABSTRACT

Binary instrumentation has been developed for monitoring and debugging executables without their source codes. Previous
efforts on the binary instrumentation are mainly focused on its capability and accuracy, but not on efficiency for practical
application. In particular, criteria and measurement methodologies for evaluating and comparing the efficiency of binary
investigation tools and algorithms do not estimated yet. In this paper, we propose the instrumentation primitives which are a
unit functionality and measurement methodology. Through the empirical experiments by adopting the proposed methodology
on DynamoRIO and Pin, we show the feasibility of the proposal.
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Table 2. Definition of Instrumentation Primitives
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Count - - -
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Table 3. Binaries for the benchmark test suite from CINT2006

Binary Language | Category Description
Programming SpamAssassin, MHonArc, specdiff execution using
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language Perl v5.8.7.
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429 mcf C o .
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456 . hmmer C
sequence Markov models.
458 sjeng C Al: chess Al chess game.
. Physics quantum Using Shor’s polynomial-time factorization
462.libquantum C . . . . .
computing algorithm, Quantum Computing simulation
464 . h264ref C Video compression | H.264/AVC video compression
471 ¢ or Discrete Campus Ethernet modeling simulation using
.omne
bp event simulation OMNet"*
Path-findi
473 astar o a . nding Directions algorithm for 2D maps
algorithms
483 .xalanchmk c XML processing Xalan-C** based XML document parser
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